CSfC Sdectionsfor VPN Clients

VPN Client produts u®d in CSfC solutions $dl be vdidaed by NIAP/CCEVS or CARA
patnering schemes & canplying with the arrent requirements ofNIAP's Protection Rofile for
IPsec VPN Qients, and tis validatel compliance shall ndude theseletalle requirements
containel in this deument.

CSfC sdectionsfor VPN Client evaluations:

FCS CKM.1.1(1): Refinement: Thelsdedtion: TOE, TOE datform] shdl generate asymmetric
cryptograhic keys usedor key establshmentn acerdance with
e NIST Special Publication 800-56A, "Recommendation for Pair-Wise Key Establishment
Schemes Using Discrete Logarithm Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST curves' P-256, P-384 and [ selection: P-
521, no other curves] (asdefined in FIPS PUB 186-4, "Digital Sgnature Sandard")

FCS CKM.1.1(2): Refinement: Thelsdection: TOE, TOE datform] shdl generate asymmetric
cryptogrghic keys usedor IKE pea authenticéion in acordance with
e FIPSPUB 1864," Digita Signaure Standard (DSS", Appendix 8.4 for ECDSA
schemes ad implementing "NIST curves' P-256,P-384 and [sdection: R521, no other
curves];

FCS_COP.1.1(2): Refinement: The[sdection: TOE, TOE pgatform] shall peform ayptographic
signaure sewices in acordan@ with a speifi ed cryptographic algorithm:
e FIPSPUB 1864," Digita Signaure Standard (DSS", Appendix 8.4 for ECDSA
schemes ad implementing "NIST curves' P-256,P-384 and [sdedion: R521, no other
curve]]

FCS COP.1.1(3): Refinement: Thesdection: TOE, TOE datform] shall peform

[ cryptographic hashing services] in accordane@ with aspedfied cryptograhic dgorithm [SHA-
256, F1A-384)and message digest szes [256, 38l] bits that ned the following: FIPS Pub 180-
4, " Secure Hash Standard.”

FCS | PSEC_EXT.1.1(1): The[sdection: TOE,TOE platfo rm] shall enswgthat d IKE
protocols mplementDH Groups 14 (204®it MODP), 19 £56-bit Random E@), 20(384-bit
Random EQPL and [sdection: 5(1536bit MODP), 24 (2048bit MODP with 256bit POS),
[assgnment: oher DH groups ha are implemented by the TOE], no otheDH grous].

FCS IPSEC_EXT.1.1(2): The[sdection: TOE,TOE platform] shall enswthat dl IKE
protocols peform peer authenticéion usng [ ECDSA] that useX.509v3 certific ates tha conform
to RFC 4945 ad [sdection: Re shaed Keys, noothermethod]

FCS RBG_EXT.1.2: Theddgeministic RBG shall bese@ed byan entropy soucethat
acamulatesentropy from [sdedtion: a software-based noise source, a platform-based RBG]
with a minmum of [ 256 bits] of entropy at least equd to the geaest seurity strength
(acoording to NIST SP800-57) d the keys and hahes thait will generate.



